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There is described a method of controlling application access
to predetermined functions of a mobile device (240), the
method comprising (a) providing a set of keys, each key
corresponding to one of the predetermined functions, (b)
receiving (225) an application from an application provider
(220, 221, 222, 223) together with information identifying a
set of needed functions, (c¢) generating a signed application by
signing the received application with each of the keys that
correspond to one of the needed functions identified by the
received information, and (d) transmitting (227) information
identifying the needed functions and the signed application
and a set of access rules to a Secure Element of the mobile
device (240). There is also described a device for controlling
application access and a system for controlling and authenti-
cating application access. Furthermore, there is described a
computer program and a computer program product.
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1
CONTROLLING APPLICATION ACCESS TO
MOBILE DEVICE FUNCTIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the priority under 35 U.S.C. §119
of European patent application no. 13154657 4, filed on Feb.
8, 2013, the contents of which are incorporated by reference
herein.

FIELD OF THE INVENTION

The present invention relates to the field of controlling
application access to certain functions of a mobile device,
such as functions relating to NFC (Near Field Communica-
tion) and SEs (Secure Elements).

ART BACKGROUND

Recent mobile communication devices, such as e.g. cellu-
lar phones, smartphones, PDAs, and tablets, are often
equipped with various advanced technologies for handling
and using sensitive information. An example of such tech-
nologies is the combination of NFC and Secure Elements,
which may e.g. be used in connection with various payment
applications which involve use of sensitive information, such
as credit card information, bank account numbers, passwords
etc. This sensitive information has to be protected but at the
same time the applications need to be able to access the
relevant secure functions in order to serve their intended
purpose.

Some mobile device operating systems, such as the
Android-based operating systems, include functions for
authenticating applications. This may be done by determining
whether the application is genuine, i.e. by validating that the
application has been signed by the application provider. How-
ever, the number of secure functions which an application
actually needs to access may differ in dependence on its
specific purpose. Accordingly, simply giving an application
access to all or none of the secure functions may constitute a
security risk in cases where an application is allowed to
access more secure functions than it actually needs. Further-
more, when a new application provider enters the market,
authentication of applications provided by the new provider
will not be possible until the mobile operating system has
been updated to include the corresponding certificate.

In view of the above, it has been suggested to let a trusted
third party (also referred to as a Trusted Service Manager or
TSM) sign the applications with keys corresponding to the
functions or sets of functions which the application needs to
access. By storing corresponding certificates in the operating
system of the mobile device, the mobile device may deter-
mine whether an application’s request for accessing a par-
ticular function should be allowed by verifying whether the
application has been signed accordingly. Although this
approach overcomes many of the problems described above,
it still suffers from some drawbacks.

One drawback is that the access certificates are pre-in-
stalled as part of the mobile device operating and may there-
fore not be accessible to the TSM in case the TSM needs to
manage the certificates, e.g. upon expiry of a certificate or in
order to delete, replace or add a new certificate. Thus, an
over-the-air (OTA) update is required to perform the desired
certificate management.

A further drawback is that it is difficult to change applica-
tion permissions once these have been granted by signing the
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application at the TSM. More specifically, a removal or
change of access permissions for one or more installed appli-
cations while other applications are still allowed access will
require that these other application are signed anew with new
(valid) certificates. Again, an additional OTA which involves
OEM (original equipment manufacturer) and/or MNO (mo-
bile network operator) interaction is required to update the
access certificates.

Finally, having different TSMs (and hence different access
certificates) in different geographical regions forces the OEM
to provide different (i.e. region-specific) operating system
image builds.

There may accordingly be a need for an improved way of
controlling application access to secure functions of mobile
devices without the drawbacks described above.

SUMMARY OF THE INVENTION

This need may be met by the subject matter according to
the independent claims. Advantageous embodiments of the
present invention are set forth in the dependent claims.

According to a first aspect there is provided a method of
controlling application access to predetermined functions of a
mobile device, the method comprising (a) providing a set of
keys, each key corresponding to one of the predetermined
functions, (b) receiving an application from an application
provider together with information identifying a set of needed
functions, (c¢) generating a signed application by signing the
received application with each of the keys that correspond to
one of the needed functions identified by the received infor-
mation, and (d) transmitting information identifying the
needed functions and the signed application and a set of
access rules to a Secure Element of the mobile device.

This aspect is based on the idea that by associating each of
the mobile device’s predetermined functions with a unique
key, access to a particular set of the predetermined functions
can be controlled for a given application by signing the appli-
cation with the keys corresponding to the particular set of
functions. Thereby, the mobile device is able to determine
which of its predetermined functions a given application is
allowed to access by checking which keys the application has
been signed with. Furthermore, by transmitting information
identifying the needed functions and the signed application
and a set of access rules to the Secure Element of the mobile
device, the access rules can be defined and even amended
without the need for updating the operating system of the
mobile device.

In the present context, the term “mobile device” may par-
ticularly denote a mobile communication device, such as a
mobile phone, a smart phone, a personal digital assistant
(PDA), a tablet computer, a laptop or any similar device
capable of communication via a data communication net-
work, such as cellular communication network or a wired or
wireless data network.

In the present context, the term “predetermined functions™
may particularly denote a selection of functions or features
provided by a mobile device operating system and/or mobile
device hardware. In some embodiments, a predetermined
function may particularly denote a group of functions which
together provide a certain service or feature which an appli-
cation may want to access.

In the present context, the term “information identifying a
set of needed functions” may in particular denote a list, e.g. in
a text file, of those of the predetermined functions which the
application needs to be able to use.

In the present context, the term “keys” may particularly
denote cryptographic keys which can in particular be used to
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electronically sign a file or a set of data by applying a suitable
cryptographic algorithm to the file or set of data together with
the key.

In the present context, the term “application” may particu-
larly denote a program for a mobile device, such as the pro-
gram applications commonly referred to as “apps” or a
remote application residing at a location external to the
mobile device (e.g. in the cloud).

In the present context, the term “signed application”
denotes an installation file or an executable file or program
which has been signed with one or more cryptographic keys.

In the present context, the term “application provider” may
particularly denote a server or an entity which directly or
indirectly makes applications available to users of mobile
devices. In other words, the application provider may be a
developer or an application store through which the applica-
tion is available for download to mobile devices.

In the present context, the term “needed functions” may
particularly denote a subset of the predetermined functions
which the application needs to be able to access in order to
perform as intended by the application developer.

In the present context, the term “access rules” may particu-
larly denote a rule specifying that a particular application
should be given access to a particular function provided the
particular application has been signed with a key correspond-
ing to a particular certificate.

In the present context, the term “Secure Element” may
particularly denote a Secure Element as specified by the Glo-
balPlatform standard.

By signing the application with those keys that correspond
to the set of functions which the applications needs to be able
to access, it becomes possible to determine whether the appli-
cation is authorized to access a particular function or not by
checking whether the application has been signed with the
key corresponding to the particular function. Further, by stor-
ing information identifying the needed functions and the
signed application and a set of access rules in the Secure
Element of the mobile device, the access rules can be defined
and even amended without the need for updating the operat-
ing system of the mobile device. The transmission of the
information and access rules to the Secure Element is secure
in the sense that the transmitting party or device (such as a
TSM (Trusted Service Manager)) has to be authorized to
access the Secure Element and also in the sense that the
transmission takes place via a secured (i.e. encrypted) con-
nection to the Secure Element.

Thereby, application access to the predetermined functions
can be managed, updated and controlled in a simple and
secure way without the need for OEM/MNO interaction for
an OTA update of the mobile device. In particular, the security
can be ensured by assuring that the set of keys used to sign the
application is kept confidential, e.g. at a designated entity.

According to an embodiment, the transmitted information
includes a set of function identifiers and an application iden-
tifier.

In other words, the application is identified by a unique
application identifier, and each of the functions is identified
by a unique function identifier.

According to a further embodiment, the method further
comprises transmitting the signed application to the applica-
tion provider.

Thereby, the application provider is able to distribute the
signed application to users of mobile devices such that the
users may use the application.

According to a further embodiment, the method further
comprises transmitting a set of certificates corresponding to
the set of keys together with information mapping each cer-
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4

tificate to one of the predetermined functions to the Secure
Element of the mobile device.

In the present context, the term “certificate” may particu-
larly denote a data element or file which is related to a key in
such a way that by applying a cryptographic algorithm to the
certificate and a file, such as an application, it can be deter-
mined whether the file (e.g. application) has been signed with
the key. A certificate may also be referred to as a “public key”.

In the present context, the term “mapping” may particu-
larly denote a relationship between corresponding items in
two distinct groups. In other words, the mapping between
certificates and predetermined functions may determine, e.g.
in atable or similar structure, which key corresponds to which
predetermined function.

Upon receiving the set of certificates and the mapping
information, the mobile device can store these items in the
Secure Element of the mobile device. Thereby, the will be
able to apply the certificates and mapping information in
order to determine whether a request from an application to
access a particular function should be granted.

According to a further embodiment, the step of generating
a set of keys comprises (a) transmitting an initial set ofkeys to
anowner of the predetermined functions, wherein each key of
the initial set of'keys corresponds to one of the predetermined
functions, (b) at the owner, root signing each key of the
transmitted initial set of keys, and (c) receiving the set ofkeys
which has been root signed by the owner.

In the present context, the term “owner of the predeter-
mined functions” may in particular denote a server belonging
to the entity that provides the hardware and/or software which
performs the predetermined functions.

By having the keys root signed by the owner, it can be
assured that only keys validated by the owner can be used to
authorize access to the predetermined functions. Thereby, by
letting the owner act as a certificate authority (CA), security
can be further improved.

According to a further embodiment, the predetermined
functions relate to mobile device services involving Near
Field Communication (NFC) and/or the Secure Element
(SE).

By signing applications with a number ofkeys, where each
key is associated with a particular function relating to e.g. use
of the NFC and/or SE features of a mobile device, it becomes
possible to control how many and which specific functions
each application is allowed to access and use. In other words,
access to the predetermined functions can be controlled in a
dynamic and scalable manner without interaction from OEM
and/or MNO, as required for a OTA update of the mobile
device operating system.

According to a further embodiment, the method further
comprises determining whether the received application is to
be signed based on an identity of the application provider,
wherein the step of generating a signed application is only
carried out if it is determined that the received applications is
to be signed.

The determination of the whether the received application
is to be signed may e.g. be based on checking a list of
approved application providers, e.g. application providers
which have a corresponding business agreement with the
involved parties, such as a trusted service manager (TSM)
who performs the checking and signing, a function owner and
a mobile device manufacturer.

According to a second aspect, there is provided a device for
controlling application access to predetermined functions of a
mobile device, the device comprising (a) a unit adapted for
generating a set of keys, each key corresponding to one of the
predetermined functions, (b) a unit adapted for receiving an
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application from an application provider together with infor-
mation identifying a set of needed functions, (¢) a unit
adapted for generating a signed application by signing the
received application with each of the keys that correspond to
one of the needed functions identified by the received infor-
mation, and (d) a unit adapted for transmitting information
identifying the needed functions and the signed application
and a set of access rules to a Secure Element of the mobile
device.

The device according to the second aspect is adapted to
perform the method according to the first aspect or any of the
above described embodiments.

The units of the device may be implemented as separate
hardware units or as functional units in a single hardware unit,
such as a server.

The device is preferably connected to a communications
network, such as the Internet.

The unit adapted for receiving an application together with
information may receive the aforementioned items from the
application provider via a network connection, e.g. through
the Internet, or by means of any suitable input interface, such
as via USB, optical or other storage media.

The device can, e.g. as an independent server, provide a
secure and effective way of controlling application access to
sensitive functions in mobile devices. In particular, by using a
key for each predetermined function, it is possible to allow a
given application to access exactly the needed sensitive func-
tions instead of merely giving full access or no access at all.
Thereby, the device allows for scalable and dynamic access
control.

According to a third aspect, there is provided a system for
controlling and authenticating application access to predeter-
mined functions of a mobile device, the system comprising
(a) adevice according to the second aspect, (b) an application
provider, and (c) a mobile device comprising a Secure Ele-
ment, wherein (d) the application provider is adapted to trans-
mit an application together with information identifying a set
of' needed functions to the device, (e) the device is adapted to
generate a signed application based on an application and
information identifying a set of needed functions received
from the application provider, (f) the device is adapted to
transmit the signed application to the application provider, (g)
the device is adapted to transmit information identifying the
needed functions and the signed application, a set of access
rules, and a set of certificates corresponding to the generated
set of keys together with information mapping each certificate
to one of the predetermined functions to the Secure Element
of'the mobile device, and (h) the mobile device is adapted to
store the information identifying the needed functions and the
signed application, the set of access rules, and the set of
certificates and the mapping information in the Secure Ele-
ment.

The device, application provider and mobile device may be
geographically separated from each other.

The transmissions between the application provider and
the device as well as from the device to the mobile device may
preferably be performed via a communications network, such
as the Internet, or any other suitable way of transmission. The
transmissions are preferably secure, such that unauthorized
parties can neither access the transmitted data nor transmit
false data to any of the authorized parties, i.e. device, appli-
cation provider and mobile device.

The system according to this aspect is based on the idea that
by associating each of the mobile device’s predetermined
functions with a unique key, access to a particular set of the
predetermined functions can be controlled for a given appli-
cation by signing the application with the keys corresponding
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6

to the particular set of functions and storing corresponding
access rules in the Secure Element of the mobile device.

According to an embodiment, the mobile device is further
adapted to retrieve access rules stored in the Secure Element
and to apply the retrieved access rules in order to determine
whether an application is to be allowed access to a function.

In other words, when an application requests access to a
particular function, the mobile device retrieves the relevant
access rules by sending a corresponding request to the Secure
Element. Based on the retrieved access rules, the mobile
device then determines whether access to the requested func-
tion is to be granted or not.

According to a further embodiment, the system comprises
an owner of the predetermined functions, the owner being
adapted to receive an initial set of keys from the device,
wherein each key of the initial set of keys corresponds to one
of the predetermined functions, the owner being further
adapted to root sign each key of the received initial set of keys
and to transmit the root signed keys to the device.

By having the keys root signed by the owner, it can be
assured that only keys validated by the owner can be used to
authorize access to the predetermined functions.

According to a further embodiment, the mobile device is
adapted to receive a signed application from the application
provider and to determine which of the predetermined func-
tions the signed application is authorized to access based on
the set of certificates and the access rules stored in the Secure
Element.

Thereby, the mobile device is able to determine which of its
predetermined functions a given application is allowed to
access by checking which keys the application has been
signed with and utilizing the access rules and the stored
mapping information.

The determination may e.g. be performed by the mobile
device during installation of the application and/or every time
the application attempts to access one of the predetermined
functions. Alternatively, the mobile device may refer to a
stored (cached) authentication result from a previous attempt.
With the latter approach, the use of processing resources as
well as time consumption can be reduced.

Further enhancement of security may be achieved by veri-
fying that the trust chain of the certificate contains the issuer
identity of the root signer.

According to a fourth aspect, there is provided a computer
program comprising computer executable instructions which
when executed by a computer causes the computer to perform
the steps of the method according to the first aspect or any of
the above embodiments thereof.

According to a fifth aspect, there is provided a computer
program product comprising a computer readable data carrier
loaded with a computer program according to the fourth
aspect.

It has to be noted that embodiments of the invention have
been described with reference to different subject matters. In
particular, some embodiments have been described with ref-
erence to method type claims whereas other embodiments
have been described with reference to apparatus type claims.
However, aperson skilled in the art will gather from the above
and the following description that, unless otherwise indi-
cated, in addition to any combination of features belonging to
one type of subject matter also any combination of features
relating to different subject matters, in particular a combina-
tion of features of the method type claims and features of the
apparatus type claims, is part of the disclosure of this docu-
ment.

The aspects defined above and further aspects of the
present invention are apparent from the examples of embodi-
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ment to be described hereinafter and are explained with ref-
erence to the examples of embodiment. The invention will be
described in more detail hereinafter with reference to
examples of embodiment to which the invention is, however,
not limited.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 shows application authorization in a prior art mobile
device.

FIG. 2 shows a schematic illustration of a system for con-
trolling application access to restricted functions in accor-
dance with an embodiment.

FIG. 3 shows a schematic illustration of access control to
restricted functions in a mobile device in accordance with an
embodiment.

DETAILED DESCRIPTION

The illustration in the drawing is schematic. It is noted that
in different figures, similar or identical elements are provided
with the same reference signs or with reference signs, which
differ only within the first digit.

FIG. 1 shows application authorization in an Android-
based mobile device in accordance with the prior art. More
specifically, a first application 101 and a second application
102 request to access the Android NFC Service SE (secure
element) API (application programming interface) 104 as
indicated by the arrows 103. In order to determine whether the
applications 101, 102 are authorized to access the AP1 104, a
message is, as indicated by the arrow 106, sent to the certifi-
cate store 105 where it is checked whether the application
provider’s certificate is listed in the certificate store and
optionally associated with the application name. The result of
this check is sent back to the API 104. If the signatures are
determined as being authentic, the API 104 provides access to
the mobile device’s embedded secure element 107 as indi-
cated by arrow 108. If a signature is determined as being not
authentic, the corresponding request is declined.

As can be seen, the setup shown in FIG. 1 makes it possible
to check whether each application 101, 102 is authentic, i.e.
whether it has been signed with the corresponding application
provider’s key. However, the system is static and non-scalable
as it is not possible to give an application 101, 102 access to
a subset of the available secure functions. Furthermore, new
application developers will have to await an update of the
mobile device software (operating system) to have a certifi-
cate added to the certificate store 105.

FIG. 2 shows a schematic illustration of a system for con-
trolling application access to restricted functions in accor-
dance with an embodiment. More specifically, the system
includes a trusted service manager (TSM) 210, application
providers 221, 222, and 223 (commonly referred to as appli-
cation providers 220), a mobile device manufacturer (OEM)
230, a mobile device 240 comprising a Secure Element (SE),
and an owner 250 (i.e. responsible provider) of the restricted
mobile device functions. As it can be seen, FIG. 2 shows the
application providers 220 as a first provider 221, a second
provider 222 and a third provider 223. However, this is merely
an example and the present invention is not limited to exactly
three application providers 220.

The TSM 210 corresponds to the device of the present
invention and is adapted to create a set of keys for signing
applications, where each key is unique and associated with
one (and only one) of the restricted mobile device functions,
a group of the functions or all functions. In the latter case, the
key is intended to give full access, e.g. for administration
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purposes. The TSM 210 may be constituted as a dedicated
server under the control of a mobile device manufacturer (e.g.
OEM 230), a mobile network operator (MNO), a service
provider etc. and thereby constitute a trusted third party
(TTP) relative to the providers 220 and the OEM 230 in the
sense that these entities do not have access to the keys.

The providers 220 develop and/or distribute applications
for mobile devices, e.g. by making them available for down-
load in an online store or by providing them directly to a
mobile device manufacturer for pre-installation on the
device. In order to gain access to sensitive mobile device
functions, such as e.g. services involving NFC and SE tech-
nology, the providers 220 transmit the applications (i.e. new
or updated applications) to the TSM 210 for signing as indi-
cated by arrow 225. Together with each transmitted applica-
tion, the providers 220 transmit a list of the relevant functions
to allow the TSM 210 to sign the application with the corre-
sponding keys. After signing the applications, the TSM 210
transmits the signed applications back to the providers 220 as
indicated by arrow 226. Thereafter, the signed applications
are, as indicated by arrow 228, provided to a relevant mobile
device 240 upon request, i.e. after a user of the mobile device
240 has bought the application in an online application store
or accepted to download an updated version of the applica-
tion.

The TSM 210 also transmits, as indicated by arrow 227, an
application identifier (appID) identitying the signed applica-
tion, one or more function identifiers (funcID) and a set of
access rules to the Secure Element of the mobile device 240.
Furthermore, the transmission 227 to the Secure Element of
the mobile device 240 may include a set of certificates corre-
sponding to the set of keys with which the application has
been signed by the TSM 210. The latter is the case when
certificates are updated or changed. The access rules define
which certificate(s) an application has to be signed with in
order to obtain access to a particular function. Thereby, by
changing the certificates and/or access rules stored in the
Secure Element of the mobile device 240, the TSM 210 can
control access and change which functions a specific appli-
cation (identified by a unique applD) has access to without the
need for an update of the complete operating system of the
mobile device 240.

The set of certificates corresponds to the set of keys in the
sense that each certificate is paired with one (and only one)
key such that the certificate can be used to determine whether
anapplication (or another set of data) has been signed with the
corresponding key.

Thereby, using the access rules stored in the Secure Ele-
ment, the mobile device 240 can determine whether an appli-
cation is allowed to access particular functions by using the
certificates to determine whether the application has been
signed with the keys corresponding to the particular func-
tions.

The TSM 210 also (optionally) transmits, as indicated by
arrow 215, a master certificate to the OEM 230. The master
certificate is only used to sign one or more TSM-specific
application(s). The OEM 230 implements the master certifi-
cate in the operating system(s) which is installed into its
devices 240 during the manufacturing process or later on in
connection with an update of the operating system. This is
indicated by arrow 235.

As illustrated by the arrows 255 and 257, the system pro-
vides the further optional feature that the TSM 210 transmits
the generated (initial) set of keys to the owner 250 who root
signs the keys and transmits them back to the TSM 210. This
way, the owner 250, e.g. a manufacturer or provider of NFC
and SE technology, may act as a certificate authority (CA).
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An example of the operation of a mobile device 340 run-
ning an Android operating system 341 and comprising an SE
342 in accordance with the GlobalPlatform standard will now
be given with reference to FIG. 3. It is noted that FIG. 3 shows
a standard structure in accordance with GlobalPlatform,
which is used in the present embodiment of the invention.
During operation of the mobile device 340, an application
343 (provided by one of the application providers 220 and
installed on the mobile device 340) requests access to a func-
tion of the Secure Element via the Access Control Enforcer
(ACE) of the SE Access API in the operating system of the
mobile device 340. The ACE communicates the correspond-
ing applD and funcID(s) to the Access Rule Application
Master (ARA-M) in the SE 342. The ARA-M determines,
based on the received IDs, whether corresponding access
rules are stored in the ARA-M and communicates the result
back to the ACE. If an access rule is present which permits the
application request, the ACE allows the requesting applica-
tion to access the requested function by setting up a corre-
sponding connection to the requested function in the SE.
However, in accordance with the present invention, the struc-
ture shown in FIG. 3 may also be used to control access to
mobile device functions. This can be done by assigning Glo-
balPlatform-like appIDs to represent the mobile functions. In
this case, the ARA-M determines, based on the request from
the ACE, a relevant set of access rules, i.e. a subset of the
access rules stored by the ARA-M corresponding to the
mobile function appIDs. Alternatively the ACE could retrieve
all the access rules in the ARA-M and use a subset corre-
sponding to mobile function appID for mobile function
access control. This subset is output to the ACE, which then
applies the received set of access rules to determine whether
access to the requested mobile device functions should be
granted. In yet another alternative, the GlobalPlatform ACE is
not modified for the mobile function appID and access rules.
Instead, a separate GlobalPlatform ACE like function is
implemented for mobile function access which handles the
mobile function appIDs and access rules. The access rules
stored in the ARA-M of the SE 342 may be managed by the
TSM 310. Thereby, by allowing the TSM to control (via a
secure connection) the access rules stored in the ARA-M of
the SE 342, it is possible to use the GlobalPlatform structure
shown in FIG. 3 to implement the present invention.

A detailed description of the SE Access API and the
ARA-M can be found in GlobalPlatform Device Technology,
Secure Element Access Control, Version 1.0, Public Release.
May 2012, Document Reference: GPD_SPE 013, available
from http://www.globalplatform.org.

It is noted that, unless otherwise indicated, the use of terms
such as “upper”, “lower”, “left”, and “right” refers solely to
the orientation of the corresponding drawing.

It should be noted that the term “comprising” does not
exclude other elements or steps and that the use of the articles
“a” or “an” does not exclude a plurality. Also elements
described in association with different embodiments may be
combined. It should also be noted that reference signs in the
claims should not be construed as limiting the scope of the
claims.

The invention claimed is:

1. A method of controlling application access to predeter-
mined functions of a mobile device, the method comprising:

generating, with a Trusted Service Manager (TSM) a set of

keys, wherein each key is unique and corresponds to
only one of the predetermined functions;

receiving, in the TSM, an application from an application

provider together with information identifying a set of
needed functions;
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generating, in the TSM, a signed application by digitally
signing the received application with each of the keys
that respectively corresponds to one of the needed func-
tions identified by the received information; and

transmitting information identifying the needed functions
and the signed application and a set of access rules from
the TSM to a Secure Element of the mobile device;

wherein the method is performed by one or more hardware
processors.

2. The method according to claim 1, wherein the transmit-
ted information includes a set of function identifiers and an
application identifier.

3. The method according to claim 1, further comprising:

transmitting the signed application from the TSM to the
application provider.

4. The method according to claim 1, further comprising:

transmitting a set of certificates corresponding to the set of
keys together with information mapping each certificate
to one of the predetermined functions from the TSM to
the Secure Element of the mobile device.

5. The method according to claim 1, wherein the step of

generating the set of keys comprises:

transmitting an initial set ofkeys from the TSM to an owner
of the predetermined functions, wherein each key of the
initial set of keys corresponds to one of the predeter-
mined functions; and

receiving, in the TSM, the set of transmitted keys after it
has been root signed by the owner.

6. The method according to claim 1, wherein the predeter-
mined functions relate to mobile device services involving
Near Field Communication and/or the Secure Element.

7. The method according to claim 1, further comprising:

determining whether the received application is to be
signed based on an identity of the application provider,
wherein the step of generating a signed application is
only carried out if it is determined that the received
applications is to be signed.

8. A device configured to control application access to
predetermined functions of a mobile device, the device com-
prising:

one or more hardware processors;

a Trusted Service Manager (TSM) configured to generate a
set of keys, wherein each key is unique and corresponds
to only one of the predetermined functions,

a TSM configured to receive an application from an appli-
cation provider together with information identifying a
set of needed functions,

a TSM configured to generate a signed application by
digitally signing the received application with each of
the keys that respectively corresponds to one of the
needed functions identified by the received information,
and

a TSM configured to transmit information identifying the
needed functions and the signed application and a set of
access rules to a Secure Element of the mobile device.

9. A system for controlling and authenticating application
access to predetermined functions of a mobile device, the
system comprising:

a device configured to control application access to prede-
termined functions of a mobile device, the device com-
prising:
one or more hardware processors;

a Trusted Service Manager (TSM) configured to gener-
ate a set of keys, wherein each key is unique and
corresponds to only one of the predetermined func-
tions,
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a TSM configured to receive an application from an
application provider together with information iden-
tifying a set of needed functions,

a TSM configured to generate a signed application by
digitally signing the received application with each of
the keys that respectively corresponds to one of the
needed functions identified by the received informa-
tion, and

a TSM configured to transmit information identifying
the needed functions and the signed application and a
set of access rules to a Secure Element of the mobile
device;

an application provider; and

amobile device comprising a Secure Element, wherein the

application provider is configured to transmit an appli-
cation together with information identifying a set of
needed functions to the device, the device is configured
to generate a signed application based on an application
and information identifying a set of needed functions
received from the application provider, the device is
configured to transmit the signed application to the
application provider, the device is configured to transmit
information identifying the needed functions and the
signed application, a set of access rules, and a set of
certificates corresponding to the generated set of keys
together with information mapping each certificate to
one of the predetermined functions to the Secure Ele-
ment of the mobile device, and the mobile device is
configured to store the information identifying the
needed functions and the signed application, the set of
access rules, and the set of certificates and the mapping
information in the Secure Element.

10. The system according to claim 9, wherein the mobile
device is further configured to retrieve access rules stored in
the Secure Element and to apply the retrieved access rules in
order to determine whether an application is to be allowed
access to a function.

11. The system according to claim 9, further comprising

an owner of the predetermined functions, the owner being

configured to receive an initial set of keys from the
device, wherein each key of the initial set of keys corre-
sponds to one of the predetermined functions, the owner
being further configured to root sign each key of the
received initial set of keys and to transmit the root signed
keys to the device.

12. The system according to claim 9, wherein the mobile
device is configured to receive a signed application from the
application provider and to determine which of the predeter-
mined functions the signed application is authorized to access
based on the access rules and the set of certificates stored in
the Secure Element.
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13. A non-transitory machine-readable storage medium
encoded with instructions for execution by a Trusted Service
Manager (TSM), the non-transitory machine-readable stor-
age medium comprising:

instructions for generating a set of keys, wherein each key

is unique and corresponds to only one of the predeter-
mined functions;

instructions for receiving an application from an applica-

tion provider together with information identifying a set
of needed functions;
instructions for generating a signed application by digitally
signing the received application with each of the keys
that respectively corresponds to one of the needed func-
tions identified by the received information; and

instructions for transmitting information identifying the
needed functions and the signed application and a set of
access rules from the TSM to a Secure Element of the
mobile device.

14. The non-transitory machine-readable storage medium
of claim 13, wherein the transmitted information includes a
set of function identifiers and an application identifier.

15. The non-transitory machine-readable storage medium
of claim 13, further comprising:

instructions for transmitting the signed application from

the TSM to the application provider.

16. The non-transitory machine-readable storage medium
of claim 13, further comprising:

instructions for transmitting a set of certificates corre-

sponding to the set of keys together with information
mapping each certificate to one of the predetermined
functions from the TSM to the Secure Element of the
mobile device.

17. The non-transitory machine-readable storage medium
of claim 13, further comprising:

instructions for transmitting an initial set of keys from the

TSM to an owner of the predetermined functions,
wherein each key of the initial set of keys corresponds to
one of the predetermined functions; and

instructions for receiving the set of transmitted keys after it

has been root signed by the owner.

18. The non-transitory machine-readable storage medium
of claim 13, wherein the predetermined functions relate to
mobile device services involving Near Field Communication
and/or the Secure Element.

19. The non-transitory machine-readable storage medium
of claim 13, further comprising:

instructions for determining whether the received applica-

tion is to be signed based on an identity of the application
provider, wherein the step of generating a signed appli-
cation is only carried out if it is determined that the
received applications is to be signed.
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